Microsoft Authenticator Setup - Android

Prerequisites

If you do not have the ‘Microsoft Authenticator’ app installed on your mobile phone,
please download and install the App from ‘Play Store’ for Android devices before

completing these steps.
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Removing existing Microsoft Authenticator app account

NOTE: Users who downloaded this app newly or do not have any existing archmi.com account configured
in Microsoft Authenticator can ignore this section and directly skip to section “Adding Sign-In Methods”

on Page 3 of this document.

1. When you open the Microsoft Authenticator app and see your archmi.com ID, you will need to remove
the existing account first. You need to complete this section before moving to subsequent sections.

Open the Microsoft Authenticator app and you should see your account listed as shown in the below

screenshot.
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2. Select your existing Arch Ml account and you will be taken to the below screen.
Click on the Settings icon on the top right corner. This will take you to the next screen where you will see
an option to Delete account.

Notifications enabled
% You can use this device to

@ 251 n72

3. Select Delete Account. This will take you to the remove account screen. Click on Remove Account.

Remove account?

After removing your account, you will not
be able to use this device to verify your
identity.

CANCEL[ REMOVE ACCOUNT

4. This will ensure your current registration is removed from the device. This completes the first part of this
document
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Adding Sign-In Methods

1. From your MOBILE BROWSER, go to the URL > https://aka.ms/setupsecurityinfo

You should see the below page

B2 Microsoft

Sign in

2. Key in your Arch Ml User ID <userid>@archmi.com and the corresponding password. The password is the
same as the password you use to sign-in to your VDI.

10:32 ¥ e
A Messages

& login.microsoftonline.com

=< Arch
Enter password

Password

< (i} m

3. Once you enter your credentials, you will be taken to the below screen. Enter your Phone number in the
text box and choose ‘Text me a code’
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Keep your account secure

Your organisation requires you 1o set up the following methods
of proving who you ane

Phone

You can prove who you are by answering a call on your
phone of texting 3 code 1o your phone
What phone number would you like to use?

[U"HEGS-‘IMHIOH '

exl e 3 Oo0e

() Call me

Message and data rates may apply. Choosing Mext
means that you agree to the Terms of service and

Privacy and cookies statement

< i} m

4. Once you enter your phone number, the ‘Next’ button will be enabled. Please click on ‘Next’

of proving who you are.

Phone

You can prove who you are by answering a call on your
phone or texting a code to your phone
What phone number would you ke to use?

pr B

3365280863

(®) Text me a code

O call me

Message and data rates may apply. Choosing Next
means that you agree to the service and
Privacy and cookies statement

~
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5. You will receive a 6-digit code through SMS. Please enter the code below and click Next
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Keep your account secure

Your organisation requires you to set up the following methods
of proving who you are

Phone
We just sent 3 6-digit code to + _ Enter the
code below
Re<end rode
s |
Lwant to set up a different method

6. You should see the below screen. Click ‘Next’

10:38 7 wil

Keep your account secure

Your organisation requires you to set up the following methods
of proving who you are.

Phone

SMS verified. Your phone was registered

cuccesshully
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7. Click Done

10:38 7 wl ¥ B

Keep your account secure

Your grganisation requires you 1o set up the following methods
of proving who you ane

Success!

\Well done, You have successfully set up your security|
info. Choose "Done” to continue signing in

Default sign-in method: Phone - text [N

% Phone

8. Next we will setup Microsoft Authenticator. You will see the below page. Click on Add Method:

Security info

These are the methods you use 1o sign in to your account or
reset your password

Default sign-in method: Phone - text + 'I_Cha-u;e

- Add method

Phone

&

QD -:‘_';lﬂ'.ce :f:’wl

Enablée bad-4t¢p wer

Lost device? Sign out everywhere
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9. You will see the below pop up with Authenticator App as the default value. Click ‘Add’

10:39 4 wl T E

Security info

Default sign-in method: Ph

@, Addamethod
Which method would you ke to add”
NS4
Authenticator app - |
td
Cancel Add

10. You will be taken to the below screen. Click Next

£ 11:01

& a -;_'_; mysignins.r

My Sign-Ins v

Security info

These are the methods you use to sign into your account or
reset your password.

Defau MiCrOSOﬁ 1 Change
| Authenticator
Start by getting
& the app

&3 On your phone, install the Microsoft
Authenticator app. Download now

After you install the Microsoft
Lost d Authenticator app on your device,
choose "Next".

| want to use a different
authenticator app
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11. You will be taken to the below screen. Click on the ‘Pair your account to the app by clicking this link’

10:417 w T E

—] My Sign-ins

Security info

These are the met

ds you use 1o $ign in to your account of

reset your passwo

Defau  Microsoft ) Change
Authenticator
+— ¢
Set up your
& E account in the
app
&

When finished, come back to this

Lostd pair your account to the app by
clicking this link

Show QR code

wo [EEH

12. Click Open:

10:419 wl T
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13. It will launch Microsoft Authenticator App on your phone and you should see your ArchMI account listed
under Arch Capital Group Inc.

10:41 v

« Safari

Accounts

I-EI Arch Capital Group Inc.
saagessiseniSensisnsinesnn

14. Go back to the browser and you should see the below screen. Now click Next.

Mm347 wl T

Security info

Defau  Microsoft

Authenticator

. Set up your
Y account in the
app

When finished, come back to this
setup expenence

td Fair your account to the app by
clicking this link

Show QR code

v (N
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15. You will see the below screen.

LO0W B B =l 34% @ 1:30 AM

A @ /signins.microsoft.com

My Sign-Ins

Security info

These are the methods you use to sign into your
account or reset vour password.

D Microsoft 18807
< Authenticator

v | Let'stryit out

V\pprove the notification
e're sending to your app.

Back Next

Lost device? Sign out everywhere

16. Switch to Microsoft Authenticator app and click on Approve:

©2020 Arch Capital Group Ltd. All rights reserved.
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17. Once you approve, come back to the browser and you will see notification approved message. Click Next

Security info

nesel yOUT pasSwWord

N Microsoft
Authenticator

&y o Notification approved

m

18. You will see the below screen with Microsoft Authenticator listed.

11:38 7 oll ¥ 87>

Security info

These are the methods you use to sign in to your account or
reset your password.

Default sign-in method: PhJ{j N Ch:roe

+ Add method

Phone

Change Delete

% Office phone

Enable two-step verification

Microsoft Authenticator

Q@

Delete

Lost device? Sign out everywhere
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19. Click on Change link. You will see a popup with your phone listed. Click on the drop down next to your

phone number

e

Security info

|

(Which method would you like to use

= lto sign in?

Back

@

20. Select Microsoft Authenticator

[ 10:00] w -
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21. Click Confirm

Security info

Default sign-in method: Pt

o
Y [Which method would you like to use
= hosignin?
Microsoft Authenticator —
@

v (2

22. Now you should see the Default Sign-in method set to Microsoft Authenticator as show below. You are all
set now.

My Sign-ins

Security info

These are the methods you use 10 Sign in 1o your account or
reset your password

Pefault sign-in method: Microsoft Authenticator - notification

—+ Add method

(N j’mn:;

Office phone
& .

Enable two-step verification

& Microsoft Authenticator

Delete

Lost device? Sign out everywhere

©2020 Arch Capital Group Ltd. All rights reserved.

PG 12



